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Section 1: Security Governance & Organizational Oversight

1. Does your organization engage executive oversight for cybersecurity? If yes, describe your organization's information security governance structure.
2. Does your organization have a designated Information Security Officer? If not, who has primary responsibility for your organization's information security program?
3. Does your organization have defined, documented information security standards, policies, and supporting procedures? If yes, identify the foundational framework (NIST, ISO, et. al.) in use.
4. Does your organization engage in information security audits and/or risk assessments? If yes, how often are they performed? Are these engagements performed in-house or outsourced to third parties?
5. Does your organization outsource - in whole or in part - cybersecurity functions to third party service providers? If yes, identify the outsourced functions and those performed in-house.

Section 2: Product, Service & Regulatory Classification

6. Is your proposed product or service considered a medical device subject to regulation by the Food and Drug Administration? If yes, provide a Manufacturer Disclosure Statement for Medical Device Security (MDS2) for each proposed product/service.
7. Does your proposed product or service require access and use of JPS confidential data? If yes, please identify the necessary data elements. "Confidential data" refers to Protected Health Information (HIPAA), Cardholder Data (PCI), or other data intended for restricted access or use.
8. Please describe the purpose of the data request and how the data will be used.
9. Please explain why the requested data elements are necessary to accomplish the stated business purpose.
10. Does your product or service have the capability to generate an audit trail of access and use? If yes, please describe this feature.

Section 3: Application Security & Software Development

11. Is a formal software development process in place that includes application security requirements?
12. Are security reviews and regression testing performed on application source code?
13. Is the proposed product or service subject to industry certifications? If yes, please describe. If your product or service is subject to SOC-II requirements, please provide your most recent report.
14. Are non-production environments used for development and testing, prior to deployment in production?
15. Does your organization have a formal change management process for testing and approving production environment changes? If yes, provide describe the process for review, approval, implementation, and monitoring these changes.

Section 4: Identify & Access Management

16. Does your organization require all users to have unique user accounts on systems that store, access, and or transmit customer data?
17. Are user accounts assigned based on the principle of "least privilege"?
18. Does your organization enforce strong password policies? If yes, please describe your current password controls.
19. Does your organization utilize roles-based security when provisioning user accounts? If yes, please describe how roles are defined, monitored, and revised to meet organizational needs.
20. Does your organization perform account user access reviews? If yes, how often are these reviews performed? Describe the user access review process including account selection, issue documentation, and corrective actions.
21. Is cybersecurity training provided to your workforce? If yes, how often is this training provided? How is training content selected, developed, and delivered?
22. Is the effectiveness of cybersecurity training evaluated? If so, please describe the evaluation process.
23. Is two-factor authentication implemented for environments containing customer data? If yes, what authentication products are used by your organization?
24. Does your organization require authentication for remote access to server environments?
25. Does your organization verify deactivation of login credentials upon end of employment or contract service? If yes, describe the process.
26. Will vendor personnel or external users have access to JPS data? If yes, identify the number and type of users requiring access.

Section 5: Third-Party Services & Hosting Environment

27. Will your organization utilize third parties to provide - in whole or in part - the proposed product or service? If yes, describe how third party staff are vetted, provisioned upon start of contract service, and de-provisioned upon end of contract service.
28. Will data be shared with any third parties, vendors, contractors, consultants, or external entities? If yes, please identify all parties and describe the purpose of sharing.
29. Does your organization staff its data centers? If not, identify your data center service provider. Identify the number and location of your data centers.
30. Are any of your organizations' data centers located outside of the United States? If yes, please identify the locations of these "offshore" data centers.
31. If offshore data centers are in use, are they staffed by your organizations' workforce or outsourced to third-parties? If outsourced, please confirm that staff agreements cover appropriate data confidentiality requirements.
32. Is your organizations' customer data stored in a hosted "cloud" environment? If yes, identify your cloud service provider.

Section 6:  Vulnerability Management & Security Testing

33. Are periodic vulnerability scans performed on information technology systems, networks and supporting security systems?
34. Does your organization conduct penetration testing of internal and external data environments? If yes, is the testing performed in-house or outsourced to third parties? How often is penetration testing performed?
35. Has your organization experienced a data breach within in the past two years? If yes, please describe the breach and corrective measures implemented. Was the breach required to be reported to one or more regulatory authorities?

Section 7: Business Continuity, Incident Response & Data Lifecycle Management

36. Does your organization maintain disaster recovery and/or business continuity plans? If yes, how often are the plans tested and updated? What manner of testing is used?
37. Does your organization maintain a cybersecurity incident response plan? If yes, how often is the plan tested and updated? What manner of testing is used?
38. Will the requested data be retained, archived, accumulated longitudinally, or stored beyond the immediate operational use case? If yes, describe the retention and accumulation practices.
39. Upon termination of services or completion of the business need, how will JPS data be returned, destroyed, or otherwise disposed of?
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